™
EMAIL SECURITY M B S

SECURITY

M86 MailMarshal® SendSecure™

Secure Email Service

Sending confidential email securely is easier than ever with M86 MailMarshal SendSecure. It is a hosted service that
provides effortless secure email delivery for confidential or sensitive information to any email recipient in the world.
Recipients do not require any special software or training to receive secure messages — just an Internet connection and

web browser.
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OVERVIEW

M86 Security has partnered with ZixCorp, an industry
leader in providing easy-to-use email encryption services,
to provide M86 MailMarshal SendSecure. It is an optional
service which allows customers to send sensitive emails
or confidential documents to any recipient in the world
securely, without requiring the recipient to download or
install any software.

M86 MailMarshal SendSecure is an optional service add-
on for customers using M86 MailMarshal SMTP. M86
MailMarshal SMTP is used to intelligently scan email for
confidential information, based on policies you control.
When messages conforming to your encryption policies
are sent, the message is automatically flagged for secure
delivery by M86 MailMarshal SMTP, and is sent over a
TLS connection to the M86 MailMarshal SendSecure
service.

Once M86 MailMarshal SendSecure has received

the message, ZixCorp’s Best Method of Delivery™
technology is used to route the message securely to all
recipients.
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KEY FEATURES

e Ability to send secure messages to any recipient in the
world, without special software or pre-requisites

e Encrypted read, compose and reply capabilities for
all message recipients enabling secure two-way
communication

e Automatic generation of notifications and invitations
e Support for Blackberry® and Windows Mobile® devices

e Compatible with M86 MailMarshal Secure Email Server
or similar products

e Custom password policies tailored to your
organization’s requirements

e No software to install and maintain, hosted service
delivery “in the cloud”

e Encryption is automatic and transparent to the sender;
no training required

www.m86security.com



KEY BENEFITS

Secures Email to Anyone, Anywhere

M86 MailMarshal SendSecure allows you to send messages
securely to any recipient in the world, without the need to
establish a relationship prior to exchanging encrypted messages.
Furthermore, it requires no additional software to use; new
recipients navigate to the M86 MailMarshal SendSecure Portal to
read their messages using a standard Web browser.

Secure Compose and Reply Functionality

After a recipient reads a message that has been securely
transmitted to them, they can reply using the custom webmail
client on the M86 MailMarshal SendSecure Portal. For an added
layer of security, you can choose to only allow your message
recipients to reply to your own domains, ensuring privacy.

Compatible with Most Existing Email Encryption Products
If you already use M86 MailMarshal Secure Email Server, or

a similar product using the S/MIME or OpenPGP encryption
standards, M86 MailMarshal SendSecure can seamlessly
complement your existing solution. Standard PKI encryption
methods can be used for to send messages within a closed
community, providing strong encryption and digital signing
capabilities. It can be used to communicate securely with those
outside of the traditional PKI community.

Custom Branding of M86 MailMarshal SendSecure Portal
M86 MailMarshal SendSecure’s message portal is modified to
suit your corporate branding guidelines. Your corporate logo

can be added to the site, colors can be changed to meet your
company’s color scheme, and notifications can be customized to
suit your tastes.

Message Delivery Using ZixCorp’s Best Method of Delivery™
Using the Best Method of Delivery™ system, M86 MailMarshal
SendSecure sends secure email to any recipient in the

most secure way possible. If an email is sent from one M86
MailMarshal SendSecure customer to another, it will be sent
using the secure TLS tunnels that have already been established.
If messages are sent to an unknown recipient, a notification will
be generated, and the recipient will be invited to read their secure
message via the M86 MailMarshal SendSecure web portal.

In addition, using M86 MailMarshal SendSecure gives you the
ability to send secure messages to anyone in the ZixDirectory,
a directory comprised of over 14 million email users, including
those in the healthcare, banking, insurance, and technology
industries.

Support for Mobile Devices

M86 MailMarshal SendSecure can be used to read and send
messages from Blackberry® and Windows Mobile® devices. With
it, you can send confidential messages and be sure that the
recipient can read and reply securely, no matter what they are
using.

Reliable and Cost Effective

M86 MailMarshal SendSecure is easy to set up and requires
no maintenance from your internal IT department. M86
MailMarshal SendSecure is hosted in a datacenter and has a
99.9% availability guaranteed to our customers through our
service level agreements (SLAS).
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THE M86 SENDSECURE PORTAL IS CUSTOMIZED
TO INCLUDE YOUR COMPANY’S BRANDING.

SOLUTIONS FOR ALL TYPES OF ORGANIZATIONS

M86 MailMarshal SendSecure is appropriate for any organization
with encryption needs, including needs relating to compliance
with governmental regulations. Health care providers can use

it to send confidential patient information between doctors

and hospitals. Financial organizations can use the service to
secure transaction records to their key business partners. Other
commercial corporations can use M86 MailMarshal SendSecure
to guarantee private communications with their customers and
suppliers, protecting sensitive data like customer lists, social
security numbers, and credit card numbers.

ABOUT M86 SECURITY

M86 Security is the global expert in real-time threat protection
and the industry’s leading Secure Web Gateway provider. The
company’s appliance, software, and Software as a Service
(SaaS) solutions for Web and email security protect more than
24,000 customers and over 17 million users worldwide. M86
products use patented real-time code analysis and behavior-
based malware detection technologies as well as threat
intelligence from M86 Security Labs to protect networks against
new and advance threats, secure confidential information,

and ensure regulatory compliance. The company is based in
Orange, California with international headquarters in London and
development centers in California, Israel, and New Zealand.

TRY BEFORE YOU BUY

M86 Security offers free product trials and evaluations. Simply contact us or visit www.m86security.com/downloads

Corporate Headquarters
828 West Taft Avenue
Orange, CA 92865

United States

Phone: +1 (714) 282-6111
Fax: +1 (714) 282-6116
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International Headquarters
Renaissance 2200

Basing View, Basingstoke
Hampshire RG21 4EQ
United Kingdom

Phone: +44 (0) 1256 848 080
Fax: +44 (0) 1256 848 060

Asia-Pacific

Millennium Centre, Bldg C, Level 1
600 Great South Road

Ellerslie, Auckland, 1051

New Zealand

Phone: +64 (0) 9 984 5700

Fax: +64 (0) 9 984 5720
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