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WEB FILTERS

The iBoss provides its filtering functionality in a completely transparent fashion on the network. It does not
segment a network, nor does it provide firewall or NAT capability which allows for easy deployment. The iBoss
filters traffic passing between the LAN and WAN port. The iBoss will actively scan traffic applying filtering rules
and intercepting traffic when necessary. This allows the iBoss to achieve very high filtering performance without
affecting network topology. If using the iBoss in an Active Directory environment, NTLM can be used to transpar-
ently identify the user using their Active Directory credentials.

Transparent Inline Filter (Recommended) - Figure 1

Out of the box, the iBoss Web Filter is a true in line filter analyzing multiple streams for optimum perfor-
mance. The iBoss Web Filter typically sits inline between your existing firewall and switch. With through-
put speeds capable of reaching 1 Gbps on the models with Gigabit interfaces, iBoss Web filters can
ensure powerful filtering without sacrificing network performance. In addition, optional Fiber, 10G, and
Fail-Safe Bypass Interfaces are available.
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Tap Mode (Mirrored Span Port) - Figure 2

In this mode, the iBoss Web Filter is connected to a mirrored span port on the network switch. This allows
you place the iBoss 0 the network and still Itertra c.
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Inline Proxy Filter - Figure 3

In this mode, requests made by the computers on the network are sent through the iBoss at which point
the request is made by the iBoss on their behalf with filtering applied. This can be done by configuring
the proxy settings within the browser through an Active Directory Group Policy Object or manually. In
this mode, the proxy will analyze web requests. For applications to be analyzed, the iBoss must be placed
inline on the network so that the iBoss can see the network streams. For Web 2.0 streams, the policy for
that computer will be applied instead of the Active Directory proxy user.
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Non-Inline Proxy Filter - Figure 4

In this mode, requests made by the computers are sent to the iBoss at which point the request is made by
the iBoss on their behalf with filtering applied. This requires the proxy settings to be configured within
the browser through an Active Directory Group Policy Object or manually. In this mode, the iBoss Web
Filter is not inline and attached to the switch. iBoss Web Filter
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Multiple iBoss Web Filters on Redundant Firewall Paths - Figure 5

Corporations with secondary networks for redundancy can implement one iBoss Web Filter inline behind
each firewall path. The filtering settings can be synced between the two for redundancy using the remote
management services (see figure 7 for example).
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Dual-WAN Router Transparent Inline Filter - Figure 6

When using a Dual-WAN Router with two Internet connections, simply implement the iBoss Web Filter
inline between the Dual-WAN Router and the switch.
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